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ABSTRACT

Prevention of e-money laundering has a
defensive aspect from two perspectives.
One of the perspectives of the crime scene is
cyberspace, which, with protecting the subject
of crime takes precedence over preventing
the occurrence of crime, and preventive
measures are in the position of protecting
computer values so that the perpetrator does
not touch them. Unlike crime prevention in
the traditional or physical space, the authority
to act is in the hands of the perpetrators, but
in cyberspace, the perpetrator is in the hands
of the perpetrators, and the perpetrator is more
of a guard than an opportunity to commit a
crime. The second is from the perspective
of electronic financial exchanges, which are
based on features such as speed, mass and
spatial diversity in practice, out of reach of
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preventive measures. What will be an open environment for mastering
and creating controlling software measures is only the limited financial
institutions, but this mastery in exchanges is minimized. In this regard,
the prevention officer inevitably resorts to a defensive approach in crime
prevention.

This article, based on library and Internet resources and in a descriptive
and analytical manner, tries to examine the challenges and strategies to
prevent e-money laundering from the point of view of defensive and
offensive measures. The approach is based on the defense approach in
the prevention of e-money laundering, according to which the values of
cyberspace on the one hand and the effectiveness of preventive measures
in cyberspace on the other require financial exchanges in cyberspace in
terms of origin. And control the origin and the direction of the exchange
path.

Keywords: e-money laundering, crime prevention, confidentiality,
defense approach, value protection.
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Extended Abstract]

Prevention of electronic money laundering is an undeniable necessity to control
this phenomenon, in particular the priori control of this phenomenon has
priority in all respects over its a posteriori and judicial control. This necessity
is justified by understanding a preventive triangle. On the one hand, there is
committing money laundering, for which most of the criminal measures are
proposed. These measures are not effective in eliminating the phenomenon
of money laundering, and the perpetrators, who indicate the existence of
high criminal talent and capacity, indicate that calculation plays a key role in
money laundering. Calculation and foresight in money laundering make the
perpetrator-centered preventive measures practically ineffective. The second
side is money laundering behavior. Money laundering is not a primitive crime
and its existence depends on the origin of crime. The usual precautionary
measures for public crimes cannot be used. As long as the crimes of origin
are committed, money laundering also lasts, and if measures are needed to
prevent money laundering, in fact, they should be applied to crimes of origin,
otherwise money laundering alone will not be curbed. The third side is the
context of money laundering. Preventing context-based is the most effective
way to deal with money laundering. Since the main context of money
laundering is financial and economic institutions, it is possible to find measures
to this context. Cyber or electronic environment is used as a space for money
laundering. Poster-centric preventive measures will not be just physical space
and will be associated with important challenges, the most important of which
are the collective and intervening aspects of crime prevention that take their
place is given to a defensive and passive aspect.

The prevention of E-money laundering has a defensive aspect from two
perspectives. One of the perspectives of the crime scene is cyberspace, where
the protection of the subject of crime takes precedence over the prevention of
crime, and preventive measures are in the position of protecting computer values
so that the perpetrator does not reach them. Unlike traditional crime prevention,
the authority to act is in the hands of the perpetrators, but in cyberspace the
perpetrators are in the hands of the perpetrators, and the perpetrator is more on
guard than to disrupt the opportunity to commit a crime. Because speed, density
and spatial diversity in practice are out of reach of preventive measures. The
environment for creating controlling software measures is the environment for
financial institutions, but this dominance in financial transactions is minimized.
In this regard, the prevention officer inevitably resorts to a defensive approach
in crime prevention.
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Defensive face of anti-money laundering approach is applicable due to
the incompatibility of the crime environment with the powers of the crime
prevention officer or measures. In fact, the restriction of the application of
preventive measures in field, which is very widespread for money laundering,
leads to an inefficiency, and the only main measure to eliminate such a situation
is the expansion of the application of preventive measures in the form of
global crime prevention. Accordingly, countries such as Iran, which are not
in the process of globalization, are more unsuccessful in preventing money
laundering. Based on library resources this article tries to describe and analyze
the challenges and preventive measures of E-money laundering in aspects of
defense and offensive approach.

Measures to prevent e-money laundering that take place in a global context
are international in nature and are generally a global anti-money laundering
enterprise with a focus on the Financial Action Task Force. As a result, Iran
cannot act alone in the fight against money laundering without international
cooperation. That is why it must be said that the fight against money
laundering in Iran is a wonderful and sad story that ignores both the principle
of confidentiality and the principle of transparency to the altar. Ignoring the
principle of confidentiality in this regard, the Anti-Money Laundering Law is
essentially a burden to control and access financial and banking information,
and sacrificing the principle of transparency because Iran does not accept
international cooperation in the fight against money laundering and in Its corrupt
bed seeks to combat money laundering. A struggle that leads to corruption itself.

The main strategy of this paper is to emphasize the safeguard approach to
the protection of financial data and electronic financial transactions. However,
this protectionist approach does not really meet the goals of prevention,
and the path to preventive measures should be taken and paved in the face
of the globalization of e-money laundering prevention, especially where
cryptocurrencies are used or in-depth money laundering. New rules for the
prevention of e-money laundering must be established, for a phenomenon that
occurs in a global context with distinctive features requires global measures to
address it. In fact, the achievement of this article is to emphasize the balance
between these two approaches, so that the principle is on the defensive approach
in the prevention of electronic money laundering, according to which the values
of cyberspace on the one hand and the effectiveness of preventive measures in
cyberspace to monitor financial transactions in cyberspace in terms of origin,
control and exchange path on the other.
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