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Abstract

The emergence of autonomous artificial intelligence has
confronted traditional criminal law, historically premised upon
the centrality of mens rea, with a profound conceptual and
doctrinal crisis. Since the attribution and proof of criminal
intent in relation to an entity lacking consciousness, volition, or
legal personhood appears practically impossible, this
development has generated a significant accountability gap
capable of undermining both victims’ rights and public order.
In response to this challenge, the present study adopts a
descriptive-analytical methodology to examine whether a
transition from the paradigm of person-centered criminal
liability toward the attribution of liability to the relevant human
actor, particularly the developer or operator, on the basis of a
risk-based liability model may constitute an effective solution
within the framework of Imami Islamic jurisprudence and
Iranian criminal law. Findings indicate that such a transition is
not merely a practical necessity, but is also theoretically and
doctrinally defensible. The proposed model derives support
from well-established principles of Imami jurisprudence,
including the doctrines of causation (tasbib), the prohibition of
harm (1a darar), strict proprietary liability (daman al-yad), and
the usili analysis of constructive or aggregate knowledge (‘ilm
ijmalr). Moreover, the model is compatible with the normative
capacities of Iranian positive law, including Article 40 of the
Constitution of the Islamic Republic of Iran, Article 143 of the
Islamic Penal Code, and the legislative practice reflected in
certain special statutory regimes. Ultimately, the study argues
that, by moving beyond the ineffective attempt to identify or
reconstruct the mind of the machine (algorithmic mens rea) and
instead focusing on the hazard-creating human conduct
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involved in the design, development, deployment, and distribution of artificial
intelligence systems, a more coherent and equitable framework for criminal liability
in the age of artificial intelligence may be achieved.
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Extended Abstract

The contemporary world, amid the unfolding dynamics of the Fourth Industrial
Revolution, is witnessing the rapid ascent of autonomous artificial intelligence as
one of the most transformative technological phenomena of the modern era.
Artificial intelligence systems, endowed with the capacity to process immense
quantities of data, engage in adaptive learning, and generate decisions with
increasing degrees of autonomy, have moved decisively beyond the realm of
speculative science fiction and entered highly sensitive domains of economic,
medical, industrial, military, and social governance. Yet the growing integration of
these systems into everyday life has exposed a fundamental inadequacy within
traditional criminal law. The deeper artificial intelligence penetrates socially
consequential decision-making structures, the more apparent it becomes that
classical doctrines of criminal responsibility are no longer fully capable of
responding to technologically mediated harm. Traditional criminal law is
constructed upon an essentially anthropocentric foundation. At its conceptual core
stands the human being as a conscious, rational, and morally autonomous actor
whose conduct becomes punishable only where accompanied by a culpable mental
state. Accordingly, the doctrine of mens rea constitutes one of the principal
foundations of criminal responsibility and moral blameworthiness. Article 144 of the
Islamic Penal Code defines the psychological element in intentional offences as the
offender’s awareness of the subject matter of the crime together with the volitional
intention to commit the prohibited conduct. Without the establishment of this
subjective element, criminal punishment risks losing its ethical legitimacy and
justificatory basis. The emergence of autonomous artificial intelligence therefore
places criminal law before a profound conceptual dilemma: how can criminal
responsibility be attributed where the immediate actor lacks consciousness,
intentionality, free will, and moral agency in the juridical sense? The central problem
addressed in this study arises precisely from this contradiction. Efforts to identify or
prove a psychological element within an algorithmic and computational system
appear not merely practically difficult, but conceptually incoherent. Moral
blameworthiness, the normative foundation upon which criminal punishment
ultimately rests, presupposes an actor capable of awareness, deliberation, and
autonomous choice. Artificial intelligence systems, regardless of their sophistication,
possess none of these attributes in the human sense recognized by criminal
jurisprudence. Modern autonomous systems are distinguished not simply by
automated execution of pre-programmed commands, but by their capacity for
independent learning, adaptive evolution, and behavioral modification beyond their
initial coding structures. This phenomenon gives rise to what contemporary
technological literature describes as emergent behavior, namely actions or decisions
that were neither specifically programmed nor fully foreseeable by developers at the
time of design. Compounding this difficulty is the opacity of advanced algorithmic
systems. Many contemporary artificial intelligence architectures function as so-
called black box systems, whose internal decision-making mechanisms remain
inaccessible or incomprehensible even to their own designers. Consequently,
harmful outcomes generated by such systems may occur without any transparent
explanation regarding the reasoning process underlying the algorithmic decision.
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This doctrinal and epistemic impasse has produced what may properly be described
as a dangerous lacuna in criminal attribution or accountability gap, whereby
significant harm may occur without any identifiable subject of criminal liability
under traditional legal standards. The implications of this accountability vacuum are
substantial. In the first instance, the rights of victims are placed in serious jeopardy.
An individual financially ruined by the erroneous conduct of an autonomous
algorithmic trading system, or a patient injured by a malfunctioning autonomous
surgical platform, may find no effective avenue for legal redress within existing
structures of criminal liability. In the second instance, persistent uncertainty
concerning responsibility and liability standards threatens to undermine
technological innovation itself. Investors, developers, and commercial actors are
unlikely to operate confidently within legal environments characterized by doctrinal
ambiguity and unpredictable liability exposure. The challenge of artificial
intelligence therefore necessitates not merely incremental doctrinal adjustment, but a
more fundamental reconstruction of the theoretical foundations of criminal
attribution. Against this background, the present study examines the feasibility of
transitioning from a fault-centered and person-oriented model of criminal
responsibility toward an alternative paradigm grounded in risk-based liability.
Employing a descriptive-analytical methodology, the study first identifies the
structural incapacity of classical criminal law doctrines to address harms generated
through autonomous artificial intelligence. It subsequently evaluates the theoretical
and jurisprudential foundations capable of supporting a model of criminal
responsibility centered not upon the impossible search for machine intention, but
rather upon the human creation, management, deployment, and dissemination of
dangerous technological risk. Findings of the study indicate that the traditional
model of criminal liability has lost substantial practical efficacy in the context of
autonomous artificial intelligence systems. As an alternative, the study proposes a
transition toward a paradigm based upon liability for the creation of unreasonable
and socially intolerable risk. This model rests upon three interrelated foundations.
The first foundation is the creation of an abnormal or unreasonable risk. Not every
technological risk is capable of generating criminal responsibility. Liability arises
only where the magnitude or probability of harm exceeds socially acceptable
thresholds. Determining whether a risk is legally intolerable requires an objective
balancing analysis in which courts weigh the social utility and benefits of the
technology against the severity, probability, and foreseeability of potential harm. A
risk becomes legally unacceptable where the anticipated dangers substantially
outweigh the social benefits, particularly in circumstances where developers or
operators have failed to adopt reasonable safety precautions despite awareness of
foreseeable dangers. The second foundation concerns causation and imputability. A
legally cognizable nexus must exist between the conduct of the risk-creating actor
and the resulting harm. This causal relationship contains both factual and normative
dimensions. Factual causation may be established through the traditional but-for test
or necessary-condition analysis. More important, however, is legal causation or
normative attribution, pursuant to which the harmful outcome must fall within the
foreseeable scope of the very risk created by the actor’s conduct. Thus, where an
autonomous medical system causes harm solely because of an unforeseeable
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external cyberattack, liability cannot automatically be attributed to the algorithmic
system itself unless the system’s inadequate cybersecurity architecture constituted an
unreasonable and foreseeable risk attributable to its developers or operators. The
third foundation consists in a conscious act of risk creation or deployment, which
operates as a functional substitute for the traditional psychological element of
criminal responsibility. Under this model, it is unnecessary to prove subjective
intention to produce a specific harmful consequence. Rather, liability arises where a
natural or legal person knowingly designs, deploys, commercializes, or utilizes a
system despite awareness of its potentially dangerous characteristics. This standard
of awareness is fundamentally objective in nature and bears close resemblance to the
doctrine of organizational fault. Accordingly, corporate entities may incur criminal
responsibility not because a specific individual possessed criminal intent, but
because institutional decision-making processes systematically ignored expert
warnings, failed to implement adequate safeguards, or prioritized economic
profitability over public safety. The proposed transition toward risk-based liability is
not alien to the normative structure of Imami Islamic jurisprudence. On the contrary,
several established jurisprudential principles provide substantial doctrinal support
for such an approach. The doctrine of tasbib (causation) permits attribution of
responsibility to a person who creates the conditions leading to harmful
consequences and may therefore justify treating the developer of artificial
intelligence as the legally effective cause behind harms generated through
autonomous systems. Similarly, the principle of 1a darar (prohibition of harm)
legitimizes preventive intervention aimed at averting socially widespread harm and
supports the imposition of legal responsibility upon actors who generate
unacceptable technological dangers. The usiili doctrine of aggregate or constructive
knowledge (‘ilm ijmali) likewise provides an important analytical basis for imposing
heightened duties of precaution where there exists general awareness of potentially
harmful consequences, even absent precise knowledge of the exact form of harm. In
addition, the principle of bina’ al-‘uqala’ reflects the rational expectation within
society that producers and operators of sophisticated technologies should bear
responsibility for risks generated through their activities. The study further
demonstrates that Iranian positive law possesses significant normative capacities
capable of accommodating a risk-oriented model of criminal responsibility. Article
40 of the Constitution of the Islamic Republic of Iran prohibits the exercise of rights
in a manner harmful to others or contrary to public interests and therefore precludes
reliance upon technological innovation as a justification for socially dangerous
conduct. Article 143 of the Islamic Penal Code concerning the criminal liability of
legal persons provides an especially important legal mechanism for attributing
responsibility to corporations and institutional actors operating within the artificial
intelligence sector. Moreover, the legislative approach reflected in certain strict-
liability regimes, particularly within environmental regulation and public safety law,
demonstrates that Iranian law is not wholly confined to exclusively subjective
models of fault attribution. The conclusions of this research demonstrate that
contemporary criminal law is confronting a serious crisis of effectiveness in
responding to the realities of autonomous artificial intelligence. Nevertheless, this
crisis does not amount to an irreversible doctrinal deadlock. The transition toward a
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model of risk-based criminal liability constitutes not only a practical necessity for
addressing the emerging accountability gap, but also a theoretically defensible and
jurisprudentially sustainable development within the framework of Imami Islamic
jurisprudence and Iranian criminal law. By redirecting legal analysis away from the
futile search for the fictive mind of the machine and toward the objective assessment
of hazard-creating human conduct in the design, deployment, commercialization,
and supervision of artificial intelligence technologies, criminal law may preserve its
normative legitimacy while simultaneously ensuring effective accountability in the
age of algorithmic governance. Such an approach is capable of protecting victims’
rights, preserving public order, and providing the legal certainty necessary for
responsible technological innovation in contemporary society.
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7. Emergent Behavior
8. Explainability Problem
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9. Intervening Cause
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