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was to speed up business transactions, but electronic signature can be
considered as one of the factors of crime prevention now. Accurate
understanding of this process requires accurate knowledge of two issues:
The nature and process of electronic signature and prevention quality
and requirements.

In this article, in addition to knowing the connection between these two
facts, the author seeks to know the factors that increase the effect of
electronic signature on crime prevention.
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Extended Abstract]

Electronic signature is one of the consequences of the development of
technology and the expansion of the realm of legal transactions.

Electronic signature is the inevitable result of the entry of information
technology into the field of legal and registration transactions.

The novelty of this issue in the legal framework of the society and
its important role in preventing commercial fraud and registered crimes
shows the importance of study and research in this field.

The domain of document and real estate registration and e-commerce
are two realms of consolidating ownership and coordinating the will of
individuals.

These two issues are among the most important mechanisms used by
the government to protect the rights of citizens.

Perhaps the primary purpose of electronic signature and similar
processes was to speed up business transactions¢ but electronic signature
can be considered as one of the factors of crime prevention now.

Accurate understanding of this process requires accurate knowledge of
two issues: The nature and process of electronic signature and prevention
quality and requirements.

In this article¢ in addition to knowing the connection between these two
facts¢ the author seeks to know the factors that increase the effect of
electronic signature on crime prevention.

The necessity of research in this field and accordingly the writing of
this article arises from the novelty of the subject of electronic signature
and its connection with two areas of the legal and commercial system of
the society. Conducting civil and commercial transactions
in the context of information technology is the main factor of the
transformation.

According to the research topic, this article can be considered in two
different fields of electronic signature and crime prevention.

Two fields that, despite theoretically having no relation, in practice
lead to the same destination. Perhaps the initial goal of the innovators
of ‘electronic signature’ and similar things was to speed up commercial
and legal transactions, but the role of these things in preventing crimes
cannot be ignored.

So comparing the position and performance of traditional and electronic
signatures, as well as examining the effect of electronic signatures on
crime prevention, are among the most important goals of this article.

Entering the present subject and researching its components, the
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researcher faces two different fields : One is the field of understanding
the nature and function of electronic signature as a legal and registration
event, and the other is the field of crime prevention, which can be
discussed in the field of criminology

Therefore, the researcher has two duties:

First: Examining the nature, position, performance and requirements
of ‘electronic signature’ and second: Comprehensive recognition and
analysis of the role, conditions and requirements of the effect of this
signature on crime prevention.

Electronic signature is the insertion or attachment of any type of
sign, as and for the purpose of signing, under or along with an electronic
document (‘data message’ or electronic message).

The concept of ‘electronic signature’ entered Iran's legal and
commercial system with the approval of the Electronic Commerce Law.
Clause 1, Article 2 of the mentioned law stipulates: "Electronic signature"
means any type of sign attached or logically connected to the ‘data
message’ that is used to identify the signer of the ‘data message’...

In this regard, it is necessary to know the concept of electronic
document.

An electronic document can be considered a human-created or a
computer-created document in a non-paper space.

The electronic document can be analyzed and defined in two general
and specific concepts:

A- Electronic document in the general meaning: This type of document
is related to the time when a document - which indicates the occurrence
of an event or proof of a subject in the past - is stored electronically due
to ease of maintenance and security.

In this sense, all archived documents of institutions such as libraries
and similar archives are considered as electronic documents.

B- Electronic document in a special meaning: In this sense, the document
is equivalent to ‘data message’.

In this article, after briefly reviewing the nature of related crimes and
the underlying factors, the concepts of ’electronic signature’ and ‘data
message ‘and the effect of these two issues on the prevention of crimes
are examined.

The dependence and continuity of ’electronic signature’ and ‘data
message’ is to such an extent that these two issues cannot be imagined
independently and separately from each other.

In other words, the ’electronic signature’ is understood in the
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context of ‘data message’ and the ‘data message’ is an integral part of
the electronic signature’, and it is exemplified by the existence of the
electronic signature.

There are conditions for the effect of each of these two factors on
crime prevention.

It is necessary for ’electronic signature’ to have an effect on crime
prevention, safety and effectiveness or citation, and the ‘data message’
must have integrity and authenticity.

With the aforementioned conditions, it is time to look at the case from
the perspective of criminology and prevention.

From this point of view, the difficulty of goals and the reduction of
opportunities in the field of situational prevention are debatable.

In other words, if we imagine the crime process from the starting
point of committing to reaching the goal, ’electronic signature’ leads to
difficulty or lack of access to the goal.

Eliminating physical signature formalities that can be discussed in the
field of "opportunity" theory is one of the effective factors in this field.

In order to leave the research process from a purely descriptive mode
and in line with the primary goals, the requirements for the optimal
impact of ’electronic signature’ on prevention have been analyzed.

The following are suggestions made by the authors of this article:
Creating the necessary platforms for the use of ’electronic document’ and
“electronic signature’ as a requirement in business and registration affairs
and removing it from optional status, Spreading it to other fields outside
of ’electronic commerce’, Simplifying the formalities of preparing the
electronic document, developing the fields of citation of the document
and ’electronic signature’ as definite proofs, Bringing the content of
the ‘data message’ and electronic document closer to the traditional
document and moving in the direction that the ‘data message’ replaces
the traditional document or be its alternative, Increasing the security
of ‘data message’ and ‘electronic signature’, making the authentication
process more humane in setting up an electronic document and inserting
an’ electronic signature’, removing the subject from a purely mechanical
state and maximum use of the capacities of the private sector in order to
increase competition in this field.
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