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Abstract
In the contemporary era, emerging technologies have
transformed the computational power and the nature of
evidence related to international crimes, which demonstrates
the necessity of the present research; amidst this, the question
that exists regarding the subject is what impact have new
technologies had on the prosecution of crimes committed at
the international level and what are the potential challenges
that may arise? This study, using a descriptive-analytical
method, shows that the utilization of artificial intelligence
deepfakes to distort audio and video in conflicts, as well as
identical searches yielding different results based on
individuals' laptop IP addresses, indicates a lack of
impartiality on the part of social media platform designers.
The findings indicate that the International Criminal Court
has increased its reliance on new technologies to identify
evidence obtained from new technologies; but at the same
time, in some cases, it has disregarded digital evidence
presented, such as issuing arrest warrants for Hamas leaders
following the October 7, 2023 conflict. In 2023, by
implementing platforms for uploading and analyzing digital
evidence, the Court acted to counter fake data and algorithmic
biases; just as the German Federal Office for Information
Security, to preserve and authenticate digital evidence,
launched two systems for intrusion detection and prevention,

the adoption of such measures in Iranian criminal law and the current system of the
ICC can, in turn, be a step towards appropriate judicial decision-making, ensuring

judicial integrity, enhanced restorative justice, and democratic criminal adjudication.
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Extended Abstract

In the contemporary era, emerging technologies have fundamentally transformed the
structure, computational power, and nature of evidence related to international
crimes. These developments have raised new questions regarding the collection,
evaluation, and admission of evidence in the international criminal justice system
and have revealed the necessity of re-examining traditional judicial adjudication
mechanisms. The constituent instruments of the International Criminal Court (the
Court, ICC) were drafted in the 1990s, a time when the internet was a relatively new
phenomenon for most people. However, in the short four-year period between the
signing of the Rome Statute in 1998 and its entry into force in 2002, communication
technology grew at a remarkable rate.

In the years that followed, the emergence of platforms such as Google,
YouTube, and Facebook generated an unprecedented volume of digital data, which,
alongside Al analytical tools, transformed the field of international crime
prosecution. This transformation not only expanded data sources but also created
serious challenges regarding the authenticity, reliability, and probative value of this
evidence. Thus, a central issue in international criminal trials is the examination of
what type of data can be accepted as "evidence" and what conditions must be met
for it to possess "probative value"?

Pursuant to the provisions of the Rome Statute, the probative value of any
evidence, whether documentary, digital, or oral, must be carefully examined before
its admission. Judges of the ICC have the discretion to decide on the authenticity,
reliability, and relevance of emerging evidence. However, unlike domestic judicial
bodies which can utilize tools such as subpoenas and coercive sanctions, the Court's
investigation teams lack such authority.

Consequently, the international criminal justice system is compelled to strike
a balance between the necessity of utilizing new technologies to uncover the truth
and the requirement to adhere to the principles of a fair trial. The main question of
this study is what impact have emerging technologies had on the process of
discovering, collecting, and evaluating evidence in the adjudication of international
crimes, and what challenges have emerged in terms of legitimacy and impartiality
along this path?

This research has been conducted using a descriptive-analytical approach and
through a library study; and it is designed in such a way that, while relying on legal
texts and practical procedures, it enables the inference of applicable conclusions and
policy-making. Furthermore, the theoretical and legal foundations related to the
admission and evaluation of evidence in the ICC have been examined.

The results indicate that emerging technologies have created simultaneous
opportunities and threats for the international adjudication system. On one hand,
digital tools provide an unprecedented capacity for gathering evidence, documenting
widespread violations of international humanitarian law, and even real-time
verification; on the other hand, the risk of data distortion, digital forgery, and
algorithmic bias has challenged the credibility of adjudication.

One clear example of these developments is the emergence of deepfake
technology in the field of artificial intelligence, which enables the reconstruction or
distortion of audio and video with high precision. As a result, distinguishing between
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"real evidence" and "fabricated evidence" has become more difficult than ever. In
recent armed conflicts, particularly in the Middle East region, the use of these
technologies has led to the mass dissemination of fake images and contradictory
narratives that can influence the Court's decision-making.

Findings show that internet searches based on IP addresses and the algorithms of
social platforms under similar conditions display different results for users in
different regions. This indicates a kind of designated bias in Al systems that can alter
the public perception of reality. Therefore, relying solely on data collected from
social networks without precise technical and legal evaluation faces the risk of the
source not being impartial.

Furthermore, the emergence of international criminal courts and new
investigative mechanisms, alongside the formation of national units for dealing with
war crimes, has increased the need for developing common standards for the
collection, preservation, and analysis of digital data. For example, at the
international level, the drafting of the "Berkeley Protocol" on open-source
investigations is a step towards standardizing data collection methods.

Based on the research findings, the ICC in recent years has tried to combat
fake data and algorithmic biases by developing technological infrastructure and
creating special systems for uploading and analyzing digital evidence. This effort
was particularly evident in 2023, when the Court launched a system for the secure
management of electronic data. However, the Court's seemingly
inconsistent approach in some cases, including issuing arrest warrants for leaders of
the Hamas movement following the conflict of October 7, 2023, indicates that in
practice, there still exists a degree of instability and inconsistency in the judges'
acceptance and reliance on digital evidence.

Additionally, national examples also show that countries such as Germany
have launched advanced intrusion detection and prevention systems to guarantee the
authenticity of digital evidence and prevent the manipulation of digital data.
Emulating such systems within the framework of the ICC could lead to increased
transparency, reliability, and efficiency of investigations.

The findings emphasize that without an up-to-date, reliable, and secure
technological infrastructure, the Office of the Prosecutor of the Court will not be
able to utilize its full capacity in conducting investigations. For this reason,
establishing security protocols for data authentication, using multi-layered
encryption, and designing a common system for verifying the authenticity of digital
files are among the necessities for the development of digital criminal justice.

Ultimately, this research concludes that the informed and cautious utilization
of emerging technologies, alongside the development of digital security
infrastructure, can pave the way for the realization of democratic criminal
adjudication, enhanced restorative justice, and appropriate judicial decision-making
in the international system. The ICC must balance the rapid pace of technological
advancement with the fundamental principles of justice, so that on one hand it can
benefit from the unique capacity of technology to uncover the truth, and on the other
hand minimize the risks of distortion, bias, and abuse.

It can also be stated that technological developments, especially in the fields
of artificial intelligence, digital media, and data analysis, have transformed the
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nature of adjudicating international crimes. Emerging technologies, on one hand,
provide access to extensive, documented, and precise data to prove the occurrence of
crimes, and on the other hand, create serious challenges regarding authenticity and
legitimacy.

For the ICC to effectively utilize these opportunities, it is inevitably required
to reform its technical and legal structures. First, specific criteria for the admission
of digital evidence must be developed and incorporated into the Court's rules of
procedure. Second, it is necessary to use international technical protocols during the
collection stage to guarantee the accuracy of data sources; and third, specialized
training for experts and judges in the fields of new technologies, data analysis, and
digital authentication is essential.

Alongside these reforms, fostering inter-institutional cooperation between the
Court and national information technology organizations, such as the cybersecurity
agencies of leading countries, can enhance trust in the presented data. The
experience of countries like Germany in employing intelligent intrusion detection
systems has shown that combining technical knowledge and judicial oversight can
increase the efficiency and accuracy of adjudication.
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