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The impact of emerging technologies in international criminal investigations and
prosecutions

Abstract

In the current era, emerging technologies have changed the computing power and the nature
of evidence related to international crimes. This shows the necessity of future research;
Meanwhile, the question that arises regarding the issue at hand is what impact have new
technologies had on the prosecution of crimes committed at the international level and what
challenges might arise in this regard? This article uses a descriptive-analytical method to show
that the use of deepfake artificial intelligence to distort audio and video in conflicts, as well as the
same searches based on the IP address of a person's laptop, produces different results, indicating
that social media platform designers are not impartial. The findings indicate that the International
Criminal Court has increased its reliance on new technologies to identify evidence obtained from
new technologies; In 2023, by implementing three platforms OTP Link, OTP eVault and OTP
eDiscovery to upload and analyze digital evidence, it dealt with fake data and algorithmic biases.
Such measures will in turn be a step towards competent judicial decision-making, enhanced
restorative justice and democratic criminal proceedings.

Keywords: emerging technology, investigations, International Criminal Court, evidence,
artificial intelligence
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2. Sean E. Goodison, Robert C. Davis, Brian A. Jackson, "Digital Evidence and the U.S. Criminal Justice System Identifying
Technology and Other Needs to More Effectively Acquire and Utilize Digital Evidence", by the National Institute of Justice, Office
of Justice Programs, U.S. Department of Justice, (2015), 2-3

3. Criminal Procedure Code of Kingdom of Cambodia 2007
4. The Law on Electronic Commerce (2019)
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6.Alexa Koenig, Emma Irving, Yvinne McDermoot, Daragh Murray, (2021), New Technologies and the Investigation of
International Crimes, Journal of International Criminal Justice 19, 1-7

7. Article 64- (3) Upon assignment of a case for trial in accordance with this Statute, the Trial Chamber assigned to deal with the
case shall: Confer with the parties and adopt such procedures as are necessary to facilitate the fair and expeditious conduct of the
proceedings; Subject to any other relevant provisions of this Statute, provide for disclosure of documents or information not
previously disclosed, sufficiently in advance of the commencement of the trial to enable adequate preparation for trial.

8. As an exception to the principle of public hearings provided for in article 67, the Chambers of the Court may, to protect victims
and witnesses or an accused, conduct any part of the proceedings in camera or allow the presentation of evidence by electronic or
other special means.
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13. Article 63- If the accused, being present before the Court, continues to disrupt the trial, the Trial Chamber may remove the
accused and shall make provision for him or her to observe the trial and instruct counsel from outside the courtroom, through the
use of communications technology, if required. Such measures shall be taken only in exceptional circumstances after other
reasonable alternatives have proved inadequate, and only for such duration as is strictly required.
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16. Article 69- The Court may rule on the relevance or admissibility of any evidence, taking into account, inter alia, the probative
value of the evidence and any prejudice that such evidence may cause to a fair trial or to a fair evaluation of the testimony of a
witness, in accordance with the Rules of Procedure and Evidence.
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-The Council of Europe Budapest Convention (Cybercrime) 2001

18. Article 32 — Trans-border access to stored computer data with consent or where publicly available; A Party may, without the
authorisation of another Party: access publicly available (open source) stored computer data, regardless of where the data is located
geographically
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21.Article 15- The Prosecutor may initiate investigations proprio motu on the basis of information on crimes within the jurisdiction
of the Court.
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27. Micah Farfour, Digital Witness: Using Open Source Information for Human Rights Investigation, Documentation, and
Accountability: The Role and Use of Satellite Imagery for Human Rights Investigations, 1ed, (Great Clarendon Street, United
Kingdom Oxford University Press, 2020), pp 229- 233
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47. Office of The Prosecutor (OTP)

48. Evidence obtained by means of a violation of this Statute or internationally recognized human rights shall not be admissible if:
(a) The violation casts substantial doubt on the reliability of the evidence; or

(b) The admission of the evidence would be antithetical to and would seriously damage the integrity of the proceedings.

49. Gabrielle McIntyre and Nicholas Vialle, "The Use of Al at the ICC: Should we Have Concerns?" 15 April 2023,
https://opiniojuris.org, Last visited on 5 December 2024
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59. OTP eDiscover is a Cloud based technology software which allows for secure, expansive and resilient data storage. 53
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